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Parasitic Personal Computer – a new approach to a new world. 
 
Parasitic PC (PPC) is a pc like platform that relies on the host CPU power to 
perform typical computer functionality. PPC will use its own memory and 
program to deliver the PC behavior to a user.  PPC will not intrude the host 
disk space in the form of temporary files or access history. It can be stored in a 
bootable storage media in the form of a ghost image of a well installed system 
for a particular hardware configuration. Or it can be a well structured program 
shell environment that, when it is activated, it provides a new system context to 
accommodate user’s necessary functionalities. PPC has no embedded CPU 
for the user applications hence there will be no native security to prevent 
unauthorized access. It is important that PPC resides in a secured portable 
media that has sufficient performance throughput to accommodate acceptable 
interactions with users and host computers. 
 
As the portable storage increasing in capacity and decreasing in size, it is quite 
common nowadays to bring files in a portable storage to be worked on in a 
borrowed PC. PPC allows this common practice become a pronounced and 
defined behavior that is more sensible. PPC makes sense in many 
perspectives: from a borrower point of view, the individual can perform the 
necessary functionality with a trusted platform and programs so that the private 
or proprietary information will not be exposed because of intentional retention 
or unintentional retention by the host after the portable storage is separated 
from the borrowed host. PPC also retains performance improvement over time 
with usage tuning by memorizing some key information. The other one is to 
allow the lender of the computer to shield ones information sphere and still can 
accommodate the borrower’s request to borrow the computer to work. It is also 
typical that family members share PCs. Each member in a family can have its 
own working sphere without worrying about compromise in privacy.  
 
In a bootable PPC scenario, only the PPC OS will be active in the host PC. 
Even in a soft PPC where the host OS is relied upon, PPC role is very different 
from creating separate accounts, for example, in a PC Window environment.  
In a soft PPC scenario where the original OS is active, a new account will not 
guarantee that the borrower can have all the necessary programs to work. 
PPC is carried by the borrower; it is the borrower’s worry to make sure that 
he/she has all the software tools needed.  In the family scenario mentioned 
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previously, arguably the multiple user logins of MS Windows can achieve 
separation of working spheres. However, it is less desirable because of the 
fact that at least one member has to be the system administrator; hence, 
nothing is shielded from this particular individual. Also it takes effort to do such 
management. PPC is a natural way to accomplish this privacy protection and it 
can be portable to other places. 
 
PPC provides the clean break before and after its presence in a host computer. 
It is different from running some utility to clean up the access trace after each 
use; the disadvantage of clean-up approach is the necessity to execute such 
action each every time. More importantly, clean-up utilities take away the 
performance mechanism built in applications that, through usage, would 
memorize some key information to allow faster performance next time the 
same functionality is exercised. Storing of web page images accessed and 
URL history are examples in the internet web page applications to speed up 
performance and to improve the usability.  
 
Generally, PPC is stored in a portable storage device; be that a hard disk or a 
flash memory. At the current performance disparity between a hard disk and 
flash memory, PPC would make more sense to be on a portable disk. PPC can 
also be stored in a host computer embedded disk. The detached or portable 
one is to allow one do away without carrying a notebook. As a notebook 
computer, there is a noticeable weakness for PPC on a portable storage which 
is subject to lost or easy theft and, worse than a notebook yet, it would not 
have sufficient means to protect the content from being exposed. Therefore it 
is essential that the portable storage should have a standalone security 
implementation to block unauthorized access. 
 
Embedded PPC or PPC on a host computer provides the shielded computing 
platform for the borrower and disallowing the access to the host content in any 
shape or forms. By choice of the host owner, the PPC can open certain 
applications to allow borrower to operate. And there will be very well defined 
and controlled channel to allow data flow between the host information sphere 
and the borrower’s information sphere. This is very different from creating a 
guest account for a borrower. Embedded PPC is an application shell, it will not 
create foot print in storage for accommodating a new user. Security 
consideration to protect the host is the primary reason for the embedded PPC. 
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Because of common practice of borrowing other computer to run the contents 
on a portable storage device, it is prudent to equip a computer with such 
capability to invoke an access layer that allows a borrower to use but, at the 
same time, prevents the borrowers from move contents to and from the host 
environment. Also when the embedded PPC meets the borrower’s PPC, the 
borrower’s PPC should submit to the control of the embedded PPC. For 
example, embedded PPC can omit network access functionality to disallow the 
internet connectivity. 
 
PPC apparently is built on the fact that PC is very ubiquitous in today’s world. 
And people generally are rather accommodating to lend a PC for temporary 
work on files carried by the borrower in a portable storage device. Hence 
carrying a note book around in essence only has the benefit of bring along the 
computing context – for application programs and performance enrichment by 
usage, and privacy – information security included. Additionally, carrying a 
notebook computer around is a burden physically and security inconvenience. 
In airport, a notebook computer is subject to special scrutiny because of its 
potential safety threat from the airline security consideration. PPC do not have 
battery and it appears nothing but a detachable storage device. Especially 
when PPC can be implemented with OpenOffice and other open source 
material with low cost, PPC is a very viable alternative for a notebook under 
most circumstances. 
 
PPC as a concept can be established for any platform – be that may MAC, PC, 
Linux based, Unix, Solaris, Cell phone, media player, or Window CE so on and 
so forth. The mixtures of the hardware platforms and the operating systems 
illustrated here highlight the PPC variations spreading across pure hardware 
host and software host dependency. A hardware platform dependent PPC is 
great for its own vertical processing architecture which is totally self-sufficient, 
including the lower level device drivers. Its draw back lies in the fact this type of 
PPC has to be built as a host computer system drive or ghost image of the 
host computer system hard drive, in a PC context. The other one, the software 
host dependency, is based on the operating system to facilitate the computing 
environment, the benefit is that the PPC can do away the hardware interfaces 
and perform everything under the help of the host native OS.   
 
From the discussion above, there are three levels of parasitic computing, 
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hence the following types of PPC manifestations: 
1. Boot from the PPC; total control of the resource of the host. Host hard disk 

may be subject to the PPC control. The PPC has to be robust enough to 
detect all hardware peripherals and facilitate the appropriate drivers to 
interact with the host computer. 

2. PPC runs as an independent process of the host computer in the fashion 
that there will be no access to any host memory facilities or applications. It 
is a new shell that should also block the access to the older shell per se. 
This type of PPC is most suitable on a fast performance storage media 
such as a secured hard disk. 

3. PPC runs as a process of the host computer but relies on the host 
secondary memory (be that may disk or flash memory) for working memory 
such as virtual memory and the temporary files. 

4. Embedded PPC is a lot like 3 but very critical on controlling resources and 
programs by a host. It is mostly installed in a host computer. There is a 
security measure to allow a host owner to authorize resources allowed to 
be exercised by a borrower. The host owner can be just a regular user 
account in a PC Window environment, for example.   

 
The 1st type PPC is implemented with system disk ghosting of the host 
computer and the host computer can be booted directly from the PPC (usb for 
instance). 
 
UPP appears to be a mixture of the 2nd and the 3rd type PPC mentioned above. 
But it has no emphasis on context shielding. So its usefulness is only felt when 
a host does not have the application corresponding to the objects interested.  
 
Is there a benefit to push UPP to be a pure 2nd level PPC? From the privacy 
perspective, pure 2nd level PPC does isolate the computing environment and 
leave no trace of any information which might be of value. 
 
To qualified 2: 
1. All temp files are created with in the storage where PPC is stored. 
2. If web access is involved, no cookies or temp files left in the host memories 

after PPC are revoked. 
3. No UPP program history recorded in the host. 
4. If object-program association established by way of updating registry – it 
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should be restored when PPC is revoked from the host. 
5. All temp files and cookies used in the web access should be created in 

PPC disk and stay. 
 
The 1st level PPC is possible due to the strong I/O configurability in MS Vista 
which can recognize and avoid the annoying driver disparity when a new host 
is used to run PPC. It is also possible in the community where all hardware are 
uniformly defined. 
 
PPC is also possible in 2nd level and 3rd level with approaches such as UPP. 
These two levels have their own pros and cons.  Of course the 2nd level is 
better than the 3rd from isolation perspective and it is better in privacy and 
security point of view; but, on the other hand, the 3rd is better than the 2nd in the 
performance for there is less than memory access contention. The 2nd and 3rd 
level can be implemented with its own desktop so that a user is encourage to 
stay within the context of PPC itself rather than wondering off to the host 
computing context. 
 
PPC is very suitable to be placed in a detached memory device if such 
detached device is also a secure one, the combination of the two yields the 
best privacy device that allows individual to share the computing resources 
without the risk of privacy exposure. 
 
PPC is also very useful in for a host computer. PPC can be invoked by a host 
owner under the scenario where other people are borrowing the computer to 
check on email, play files, etc. 
 
Under a pure 2nd level PPC, the host environment is shielded from the PPC 
user. In the case where files should go across between the two layers, a 
common (shared) area can be defined to serve such purposes. 
 
Other PPC characteristics are: 
1. Can add new programs 
2. Can remove new programs 
3. Can detect new hardware (I/O) such as scanner, printer, etc. 
4. Object invokes program (file type invokes application) 
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Additional refinement will be provided when revision is available. 


