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INTRODUCTION 
 
CintentSafe product lines provide content security for individual hard disk storage drives. The 
security implementation on a CintentSafe is self contained has no dependency on a host 
computer. The product entails the security essentials namely authentication, authorization, and 
encryption for an individual hard disk drive (HDD.) ContetnSafe allows triple levels roles so that 
TTI can customize the authentication and authorization processes and procedures that fit into 
your individual needs along with different strength of the encryption. And for different 
circumstances, different encryption key strengths are also available. This user guide is specific 
for MPG061-25, the keypad based content protection USB2 external 2.5” HDD adapter. Other 
products in CintentSafe are key pad based for 3.5” HDD. 
  
Content protection USB 2 external enclosure, MPG-061-25, is a patent pending (USA and 
others) product that provides superb content protection with great ease of use.  
 
The device accepts pass code also known as PIN (personal Identification Numbers) that is of 
length from 1 to 12 digits without leading zeros – the longer the key length the harder to crack 
for obvious reasons. Also because the product employs a pass code as the ID information for 
authentication, there is no need for a physical key as well as the associated key management.  
 
The device is designed with an extremely high standard of security in mind. It has been built 
with design considerations against device tampering. A hard disk used with the product can be 
removed from the device but would be impossible, in a practical sense, to probe the content on 
the disk, because the hard disk will appear to be unformatted to access attempts outside the 
very instance of the product.  
 
The hard disk format information and content are all protected by encryption with the key 
strength of choices for different costs. For the version that is for the general public, the product 
employs a 40 bit key encryption which is adequate for individual privacy purposes. For 
commercial and governmental agencies, a much stronger encryption key is highly 
recommended. Choices for encryption key strength among40 bits,  64 bits, and 128 bits are 
currently available. 
 
Please note that the pictures illustrated in the product may differ from the actual product 
slightly. 
 
Quick Start 
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This product, except for the need to enter a pass code, is identical to a typical USB 2 external 
disk adapter in the market today. If you are an individual experienced with a USB2 
external disk adapter and you are familiar with the disk initialization procedure in your 
computer, you can follow a short list of steps described below to start to use the device. 
Otherwise, read the user guide. Please make sure that the hard disk is set to master only, 
if it has been set, at Master/Slave jumper.  For 2.5”, you normally have no need to do 
anything. This quick start steps should be performed after a 2.5” hard drive is placed in 
the MPG-061-25. Follow normal procedure for disconnecting a USB device from a host to 
disconnect the product from the computer. 

 
Quick start steps for connecting the product to the host for the first time: 
1. Connect the product to the host with the USB cables in place – there are two SUB 2.0 type A connectors on 

one end of the cable. For a HDD consume less than 0.5 A DC current, use just the one that is straight on the 

opposite end of the type B (mini USB) connector. Otherwise, plug the other one into a second USB2.0 port on 

the host. 

2. Switch on the power switch at the top of the product to power on the device. 

3. There will be two LEDs lit; one is ready and the other one if next to the button of Confirmation. Key in factory- 

set PIN 7777 on the numerical key pad followed by pressing the confirmation button. 

4. The protected disk is now connected to the host and the only LED lit is the “Ready” led. 

5. You can now perform disk initialization. 

To enter your own user ID, perform “a purge action” described next followed by “Enter the 
Owner ID” 
 
To purge factory setting or user setting 
1. Enter PIN followed by Confirmation/Enter key. 

2. Press purge function key and wait for the Purge Mode LED is on along with the Ready LED. 

3. Enter the owner PIN or factory-set PIN entered into the unit. Owner PIN is the first PIN entered after a 

previous purge action or a factory-set PIN 7777. 

4. Wait for the busy blinking light to stop and the Ready green LED is on. Next time poser up, the registration 

LED is lit. 

Enter Owner PIN 
1. A LED with label “Registration” is lit along with a green Ready LED.. 

2. Record a pass code of choice here, __ __ __ __ __ __ __ __ __ __ __ __ (1 to 12 digits; no leading zeros), 

and press the code via the numerical key pad on the front panel. Each pressing of a key is confirmed by a 

chirping sound. 

3. Press the large round button labeled “Confirmation/Enter” to conclude the entry of the pass code. 

4. The registration mode LED is turned off. A green LED label “Confirmation” is lit along with the green Ready 
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LED. 

5. Press the PIN recorded above, followed by pressing the large “Confirmation” key. 

6. A green LED label Ready is lit and you will hear a tone from a host if the host is a Microsoft Window based. 

To add a backup user (Registration) 
1. Enter pass code followed by Confirmation/Enter function key 

2. Press Registration function key and wait for red Registration mode LED and green Authentication LED to be 

lit as well as the green OK LED. 

3. Perform Step 1 and wait for the Authentication green LED is set off and both Registration mode and OK 

LEDs are on. 

4. Enter a new pass code followed by Confirmation/Enter key and wait for green OK LED is lit and the red 

Registration mode LED is off.. 

 
Product Specifications 
 
The main body of the product is an enclosure designed to help dispersing heat typically from a 
running disk. There is an heat sink with metal plate and soft heat conducting pad inside the 
case to allow a user to secure a 2.5”hard disk drive. The following is the physical 
characteristics and electrical characteristics. 
 
Product Total Length: 128mmx 87mm x 20mm 

Product Weight: without a HDD 

Power Consumption: Idle: 0.45Ax5V; read/write: 0.7 x5V; spinning up (peak):1.5Ax5V 

Power Supply: none require for any 2.5” HDD 5v under 0.7A 

 
Storage Consideration 
 
The product is used as a peripheral of a computer host. The storage consideration of this 
product is no different from that of a computer. When the product is centrally managed, it is 
better to purge the product before it gets put aside for an extensive period of time so that when 
the disk is given out to be used again, new user ID can be used. 
  
Device Setup 
 
The product is set up just like a regular USB 2.0 external HDD adapter. The product should be 
set up in a space that air can flow freely, its surface is sturdy and level, and the power cable 
can avoid being tangled up with some other wires.  
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Package Information 
 
The product comes with the following items: ContentSafe enclosure, a USB 2.0 Y cable, a user 
manual, and a warranty card. 
 
Product d Description 
 
ContentSafe enclosure consists of the following components: enclosure case, circuit board/disk 
seat. In Fig. 1, the disk seat provides the seat for a hard disk of 2.5” with a standard IDE 
connector. 1.8” is with IDE connector is also acceptable with the caution that 1.8” may come 
loose when the enclosure with the 1.8 disk inside is dropped in a certain angle. The case 
provides control operation panel on the top cover, the protection of the hard disk in operation, 
and heat sink on the back side of the enclosure.    

 
Fig. 1 The perspective view of the product 
 
 
In Fig. 2, the control panel has a user interface that has a numerical code key pad, functional 
control buttons, and LED indicators to guide a user. The following details the control panel 
layout. The numerical keypad has digit 0 to 9 to allow a user to enter a pass code of length 
between 1 to 12 digits - the longer the key length, the better the protection. Note that no leading 
zero should be used as PIN. Each press of a numerical key is positively confirmed by a 
chirping sound from a buzzer. When push numerical key pad please avoid using nails (or hard 
and sharp object) gliding through the individual numerical key surface for such action may 
trigger multiple sensing as the key being pressed multiple times.  
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As in the Fig. 2, there are three function keys for actions. These keys are Purge, 
Confirmation/Enter, and Registration. The Purge key sets the device in purge mode which 
eventually clears all the ID information from the system memory of the product. The 
Confirmation/Enter key completes the entry of a pass code; in other words, a user enters this 
enter key to signal the end of a pass code entry. The registration key sets the device to receive 
an ID for an additional user. The bottom half of the enclosure is depicted in Fig. 3, the back 
outside view.   
 
Fig. 2 The front panel 

 
 
Fig. 3. Back side view of MPG-61-25 

 
Screw holes allow a user to loosen or tighten screws to open or shut tight the top and bottom 
cover. The foot pad provides friction against smooth surface. Air vent allows hot air generated 
by the enclosed HDD to escape. To help the heat dissipation, an aluminum heat sink plate is 

Screw holes 

Foot pad 

Heat sink 

Air Vent 
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also provided on the bottom cover.  
 
Fig. 4 Top half inside view 

 
 
The mini USB (USB 2.0 compliant) allows a user to use the accompanied USB cable to 
connect the unit and a host (PC normally, PS3, XBPX360 are also valid hosts). The disk seat 
marking allows a user to align a disk to the IDE pin. To minimize the possibility of plug in the 
hard disk wrong, the IDE connector shown has a dummy proof pin block. DC power jack 
provides additional power when a hdd with power consumption exceeding the product specs. 
Transparent; the DC power takes in DC 7.5V – DC power regulator is not a part of the standard 
package for MPG061-25.  
 
Fig. 5 Bottom half inside view 
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How to prepare the product 
 
The product, basically, is an IDE based USB2 HDD adapter that can be used for one single 
2.5” hard disk drive. It can also be used to support a 1.8” hard disk. To open the enclosure, 
unscrew the four screws from the back of the enclosure as shown in Fig.3. Place the HDD to 
match the marking on the board white frame. Once a hard disk is placed in the seat of the 
product, place back the back cover and secure it in place with screws. You can then plug in the 
USB 2 cable to the host computer – any host computer, so long as it supports USB2 interface 
and IDE. There are two type-A connectors on one end, Fig. 6. Use the straight one first, only 
use the second one the second USB port when the disk has difficulty to spin. These steps are 
not different from a regular USB 2 adapter box in the market today. 
 
Fig. 6 USB 2.0 Ycable 
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Hot to use the product 
 
If the product does not come with a HDD, a user has to acquire an IDE based2.5” HDD and to 
install the disk in the product. Here are the steps: 
1. Unscrew the screws in the back cover. 
2. Remove the back cover from the product. 
3. Please make sure that the hard disk is set to the seat marked with white line around the 

IDE connector. 
4. Secure the disk on the seat.  
5. Replace the back cover. The back cover has an extrusion to embrace the hard disk when it 

is placed probably.   
6. Tighten the screws on the back cover. 
 
Product initialization: 
 
To prime the product, there is only one step that is additional to a typical USB2 external disk 
adapter – connecting the power cable and the USB 2 cable followed by toggling the power 
switch on. This step is to register the owner ID with a pass code of choice – the product 
automatically enters the registration mode and set the registration mode LED on. The product 
is intended to be used with a new hard disk inside the product. However as a regular USB 2 
HDD adapter, this product can be used with a used disk as long as the content on the used 
disk is of no concerns. More discussions on a used disk follow the next discussion on binding 
process. 
 
Binding process - when a new disk is involved   
 
When a new hard disk is used with the product, a binding process between the hard disk and 
the product is needed.  This binding process is done automatically via disk initialization by a 
host where the product is connected. In a PC case, the hard disk in the cradle is a new disk 
and can be initialized through normal disk initialization process under the disk management in 
the host. The disk management can be reached by the following steps in a Window 2000. 
Similar steps should also be followed in a Window XP or other type of windows based host. 
 
1. Invoke the control panel and select the Administrative Tools. 
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2. In the Administrative mode select Computer Management 

 
3. From the computer management, select the disk management under Storage category. 
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4. Select the new disk which has no partition defined. 
5. Determines the sizes of partitions on this new disk or just take defaults 
6. Format the partition one at the time 
 
This disk initialization formats the disk according to the user’s choices among the available 
ones namely FAT32, NTFS and what not. The formatting information on the disk is a product of 
the encryption therefore it is only meaningful through the use of the product. This process 
effectively binds the hard disk to the product so that the hard disk can only be used in a 
meaningful way via the product. 
 
Binding process - when a used disk is involved 
 
If a disk has not gone through the binding process mentioned above, the disk appears to be 
unformatted despite the fact the disk happens to be a used one. The product enforces the 
binding between a hard disk and the product in order to effectively protect the content. 
Therefore it is not an intended behavior to have the product used with a disk that has already 
filled with contents that is of interests to a user; the used disk will appear as a new disk when it 
is placed in the product. If the original contents are intended to be placed under protection, the 
contents should be moved to some other storage device temporarily. And the used disk is 
treated just like a new one to go through the binding process stated previously. The contents of 



TRANSCOM TECHNOLOGIES INC.
  

 

 12 

interests can then be moved back to the ContentSafe with the disk. In other words, if a user 
intends to use a used disk inside the product, the individual has to make sure that the he/she 
either does not care about the existing content or the individual has the content backed up 
somewhere else before place the used hard disk through the binding process.. 
 
ID registration mode 
 
The user will be asked to register an owner ID on the device with a pass code representing the 
ID information at the first opportunity. The product, once get plugged into a host for the first 
time with a hard disk in the cradle, the product turns on a Registration Mode LED to indicate 
that the product awaits the pass code to be entered. 
 
When the registration mode LED on the device is lit, a user enters a pass code of choice after 
the code is written down so not to forget. The user uses the numerical key pad to enter the 
code followed by a Confirmation/Enter key. The product will process the pass code entered and 
recorded in the embedded memory of the product. The product then turns on the authentication 
mode LED so that a user can enter the pass code to start to initialize or to access the disk 
inside. The product enters registration mode automatically as what is described in the “Product 
Initialization” described previously. The product also enters this mode when an owner presses 
the registration function key to add a new user for the product. 
 
Normal use of the product: 
 
A user sets up the product to be connected to a computer host. Inside the product is a 2.5” 
hard disk with desired storage capacity which has gone through the binding process described 
above. The product determines that the product has gone through the product initialization 
(registration) already, and turns on the Authentication mode LED to wait for a user to enter a 
pass code. The user uses the numerical key pad to punch in the pass code followed by the 
Confirmation/enter key. The product checks the pass code entered, and turns on a green OK 
LED light, if pass code is checked out OK, for a few seconds before it turns off the light. The 
hard disk then appears on the host window (assuming window system is used on the host) and 
becomes accessible. The disk can be disconnected from the host as a regular USB 2 device; it 
is recommended that the hard disk is dismounted/stop from the host an any other USB 2.0 
device and then be switched down. When a user powers the product back on, the device will 
be asked to enter the pass code for authentication again. The protection of the product is 
immediately applied as soon as the USB 2.0 is disconnected to the host or power downed with 
off switch on the cover of the product. 
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Enroll a new user 
 
To add a new user to the product for access, the owner, who is the first person who entered a 
pass code, follows the “Normal use of the product” procedure to enter a pass code for 
authentication. While the OK LED is lit when the authentication process has been passed 
successfully, the owner can press the Registration function key for enrollment process. The 
registration mode LED is lit by the product and a user then goes through the registration mode 
operation described above. Once the registration mode is over, as described in the product 
initialization process, the product enters the authentication mode and the authentication mode 
LED is lit on the control panel. To simplify user management issue, it is intended that only one 
additional pass code for a back up new user is allowed. This action can only be performed by 
the owner user; an attempt of this nature by a backup user, the second user, will be blocked 
and the error red LED will be lit. This model allows one alternate user. 
 
Erase all IDs  
 
There are cases where the protected content on the product is to be transferred to a new 
owner. The product allows the owner to purge all the IDs/pass codes on the product. However, 
only the owner, the first one who entered a passed code in the product (not the disk 
initialization) initialization process, can perform this action. An attempt made by the other 
person will be blocked with error LED lit for a few seconds. The purge mode can only be 
entered via a successful authentication process by the owner. While the OK LED is lit right after 
the authentication process has been completed successfully, the owner can press the purge 
function key for erasing all pass codes. The purge mode has no effect on the connectivity to the 
host. If the purge is done successfully, the OK green LED is lit; a user can then disconnect the 
product from a host if it is connected. The purge of the IDs/pass codes would not affect the 
protection on content.  In other words, the binding between the hard disk and the product will 
continue to exist – what has been changed is the binding between users and the product in 
essence. 
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Customer Support 
 
If your unit is acquired form your establishment such as a corporation, a government agency, 
military unit, you should contact your support to request for the ownership reset to regain the 
control should you forget the pass code. If your unit is acquired form a stored, there should be 
web site supported by the whole seller to respond to your request for reset. Reset is an 
operation that only destroys the binding between the user and the content safe to allow 
reestablishment of the ownership with new pass code; reset has no impact on the binding of 
the product and the HDD protected – protected content is not going to be disturbed. NOTE: It 
is not recommended to take out a protected HDD from one ContentSafe to place in 
another ContentSafe, for each ContentSafe is individually built with different 
firmware/hardware binding. Apply for a reset is the only way to get back the protected 
content, should you forget the pass code. 
 
If you do have any problems please contact TTI support at support@transavi.com. 


